==RTINET

FortiGate®-300D & 500D

| R RS SO R Esree

B 0 4 B AR 7 SR M BR SRR A SR 9 SRS E], RIE AR AN d kA1
FHMRBINAZIMELZENEES. IBRREMNAFEESENMEEM L, 2
AREEHDPHMAL, LLMMRRR IEEF R TRk, BHERERRE
B Fwebd EEIhEE .

=R T — B A&

FortinetgyFortiGate F| [ D R, RS T —RPIJOERBMERMERE, &
WS k& L& & T NMERIEMN ARFES, B EWebil B KB RRAHI)
g, ILAPRIESNZEMN, MMEBH TEEIPRSH A EIWeb g2, %k
LA PEMKZHRRESZQIRENOUN, mERLFATUERMMERI. I, FE
HCERRAIIR SRR A A T — KB MR B R AT R A= 6

TSR BB fE g

&Ja, FortiGateik&HiFortioS ME % £ &= EHIR LA N M TE S
IMERNIR, RILETHBEEERME. BT UER 2057 AEM~
X EERY . FortiGates ENSSEUR B k& FIRA/OBF k3. IPSe T—RBh k3%
WiK, FEHRE HEE FHl. UER T FortiGater= AR RS M AR Sk A 14
BERIMBITIEE . FortinetAF]RIFortiGate NGFW = i it 7 Fr B X —11&BLASE
HRMEAERM, HREENTRE.

KR

JTMEE ROLIEE (DT BRPORRH) AR
R RE BTG R ERE, 2 TURERE, WL, ETAA

4 LRI

SEPEEARE SRR LA, WL S, kiR

AR, [RIRSRBERT 5 A2 YA

FortiCare . [oec] FortiGuard
Worldwide 24x7 Support i § ¥ Threat Research & Response

support.fortinet.com www.fortiguard.com

LRI TR %
SFRITE

* FEHFOrASICE AR 4
HE AT EE

* FOrtiOS ™ — X B K IEAEIR AT
MEBE I ENZEHkEE, E
RETEENINE, 2IRIE
HZzet, HABESH. B
ERAKTREBIREG X T MEFE
IR E R EERSER AT
M, ]8R5 IR REVE R
475N

e fHFortinetgy £ BkFortiCaref;
ARFZEFS5FortiGuardg B3R

FIBA =+ PO/ NI O AR AP AN ST
AEE

@Iabs

WFIREWALLVCDRPDRATE
labs

@ @Iabs

WSSL VPN stsc -BASIC

@Iabs @

labs
w;um-vmus WNETWORK 1PS




@Illl % *® ® % *® *
,!E,FE,J ,!E,FE;
=0
1. Console ¥ [1 (RJ45) 6. 8x GE SFP i [
2.2x USB i [ 7.8x GE RJ45 ¥ [ ]
3. 2x GE RJ45 ‘Pl [
4. 4x GE RJ45 i [ ]
5. 4x GE SFP i -]
FiERTINET
(F)gg;ASIcT"- NP6
A826FP { Ijz_l g%i@%
=:§HTII'IET. . e o — o . o o N
£ M Powered by FOrtiASIC CP8 IR EREZTHETINORRE, WRESENMNE SN

FortiASICs &8
¢ EFEEMATEUME

* MEBEBHIRE

o EH|FYFortiASICTMAM IR SS 2 {1
IEENEZEANR, EHT
JERY M BE

* At R ERATREBHIIFZH

RHETREMETEEN
BRRD, B 79 45 T8 A
CPU, SlEEFEMMREHRO

* FOrtiASICE RS iRt S 1 RE
MRERFP, BIRZE=T
MR =AU, #A IR AR
RLRERETHEMKRM

L% AL IR ES

N A T Fortinet SR & I FOrtiASIC NPSRN £ 4 FBEE R E | thEFortiOoS 5, w2t
RITHhRE IR B FE:

o HBIRETAEEIMERE (PV4/IPVS) . SCTPSS#ERE, RRIERERT24H
e VPN. CAPWAPLIPiEE iz

s BRBEARMH, REMHBESHEESH

s REEFHSMEFTIBA



WAN Link

FortiGate 11>y 73 3 HLAIBT K i lo &

7 STH AR K A

SRADIZHHNEEMEEERERE—NERP A
bR EI R A VPN k. REMNAREFSBEETEHN,

TREAHNATREMANAE, MXEEBRERFIZAN
ATAMMZEMNEEER. 2 MW EEHERAH MNEF
S AMINEE, SIRERE 15 M BB i & R SRR W 4L 52
%0 MZE2WAERE, — M9 2RI KIERIZAEEIR
FEARA, NE, REMNAREFNEND, NmEEEFHSE
ERANNEMETEENELE. BERILHNALZRE, Fortinet
RIRFTRMELE, 2 XIHMALUERFortiSandboxi T
XHAITLORBIARFEM, A FortiAuthenticatorit{T i P
BEAEEESMINE. MIMIES] b2 i ) 44 OB o

A il F B A

Fortinetty ey )R 2R KR W R £, FvALBIE
A2 BHSENB A &R 2., ForliGate300D
FIS00D BB HLAE TN RIFIRIEE N, EINTERT
BAHMBAEN. XEARESREREMTCO, Gik
TR, REEMNGFW (F—RE7AH) , ForiGater

FOriASICIR 2 = R ZHAIERERN I ENBITHEMR L
REMFBEN , BB MARNMERR, KRB
ForiOSIXTARAHM R ERIER L. EZHMINGE, MK
A AR HIFN S R AR 55 28 AT LAFE B b MV IR IR AR B R e &
MHNEEBNDOLANRT, BNETRENRRETSE, UK
WML £BYOD,

rmgrsef_;
2
fic?
S
Internet — -
b - /’ } \‘:J \
( f ) r ) f ) [ ) r 7
s, wa) (D) | @) | K] A
M(;?ILIZWG VPN Firewall IPS c::t':;:l Ins:esclzion
W @ Q r ' 1 )
v |67 | @) 43
s
\ SWG ATP | d‘izfi'ty )
NG e

FortiGate {f:>/ - i Ml i) 77 K s 2



Edit Application Sensor T © & &
Name ey [View Application Signatures]
Commants monitor all
Categories
& sotnet & General.Interest & social.Media & web.Others
@ Business Em & Storage. Backup @ Allow
@ doud.aT & Network Service & Update & Moni
& Collaboration = r2p [\ s ki @l:Block
Application Overrides
W Ema W Prog il Delete &) Add Signatures
= e Appticaion Signature | oty | An |
Facebook ial. = Monitor
Application Overrides Sockst:Medin 2
@ Delete O Add Signatures + i Facebook.App_AngryBirds Game & Block
i [f§ Facebook.App_FrontierVille Social.Media & Block
@ BitTorrent | j Facebook.Chat Social.Media &l Block
*@ BitTorrent Sync | L[ Facebook.Chat_Mobile Social.Media &) Block
*[3 BitTorrent_Download I =
: [§j Facebook.Chat_On.Yahoo.Mail Social.Media & Block
DNS i
& £ Post Social.Media & Block
Uptions {# Youtube Video/Audio & Monitor
Deep Inspection of Cloud Applications
[ o J L lo2 Youtube_Uploading Video/Audio & Block
@ Allow and Log DNS Traffic
o,
@D Repiacement Messages for HTTP-based app | & YOUTube_Video Embedded Video/Audio &l Block

Apply

R JEE P AL AR A SR A 1 4

ZEITWIEIERN R 2%

S5HEZF~miAtt, 1B{TFortiOSHFortiGateiBE LRI
=T TWIENAMAIES, XFRIEZ~RNTERE, HFAE
RHE—RAIRIP

B2 5 M
BEANREHREEHANEE I Z2RIPPREEZNIR
. WYERMmMEIFHARRE, ForiOSREBABRERIZE
A, BOTARNIEEURERE. BN, ENNAERE
EHEEBIHR—BNBRCBEMMIT, FHEBHRAREHRE/N
HREBMECE B AL

EEAYAT L

FortiViewiR i SEaF IR B AL, FRHEIAA. ®E. N
FREFMEREIENE—8. EMANENES. ERREE
TEAWEERREERM T MM EEMBEMER. 5
S, EUEANEEEEANERAIR, FIINREFEEMHE
EAER

HHNHSRETARZINMEE R, BdForfiGateig & /™=4
N2 EIRER BT eI EHHITEN K ERNESR

SR KRR EIE

AIREA CHNSFEERMERNREERSX: =RMNFEH
TE. KENIRAURE ZIERKERPREE, SHSHBER)
o BANERNREERBRYRNER, i, HFMTE.

5SFortiManagen& & &mAT, ATRURE 8 BRI
FEETIERTE, UBREIMEMBIEERMEEN. %
FortiManagenZ &iTiR it 7T BHEIE R, FHEELHBREEE
A AR SR

ET S HITRES

FortiOS % AR AIRIZINIEAR S, 2ALDAP, RADIUSHI
TACACS+RiR 5 AF N FHE NI o) SRS R £ H & X
. ERUELETSMHNII, FIREESERINENT
42 PIRIALE . ForiOS BB K38 PKIFIE TIEBAIAIERR
z i*f R EERL T WEBN A & S IAER S 2 I THSNN &

AT RRMSEBERNAREHRNL SO, FortiOSHE
RS EE, LA RBERENRERBREHMNREIR

BBES.

Tt B N A2 P12

fE BRI Web 20M AT A, R5IR FIRRFF AT XM
HREELEENIE. ForiOSIREMIEITS, FHALBIRT
830004 Rr R - BN S R M EE N R FTRfF . TiEA
IR R 2RI, DR 5 HBHE G005 A S S R EP
EYE

RN
FortiGuard N2 Br I iR E A B 8000NPSE &, FiFsh



A S SRR BRI A RHRED. Fortinet T—
RIPSEA TR MRFRRFNE, BERTHTRERS
BANGEN . BISTERERRTH, TRAETUE
LRSI BB ERRRAT A P RIRS , WA X R
HEE RS

AHRBT—RKBAE

HAHIWebZ & M KINRE A VB IERE R RAER BRI
EIEREMY, RIFARIRMAEEIMNREALERN L, J4EE
— P REMSIH TIERE. SSN{ERRVEERRHATIL
HNREAPES), BNFENRETERITRINES. S5

¢ || Q Filter Website Domains...

RIS S| EARBAFTNESRIE, FHINETHEMNESR, A
FRIEESES.

INREIREMBRINREEFERE T, BN ENERE
MDA RER MR < &, F it A REIRINEINE E RS
&, EHREZNEMBIENIZEE TR . BE
WAIRA & EMN, FortinetRAMEMBEMET =
ROIETRY RIRA T — 1B k3.

[ Domains | categories | now | 5 minutes | 1 hour | 24 hours

ISy— Catogory SrowsimgTime | Threstscrs | Sesions | Byt (Sent/meceived)
* Status 55 mmmmmm— 19 237K |
= il Fortiview - 40 ¢ 1 160 26.12K |
* Sources 20 e 61 25.07K |
* Applications 10 = T 232K |
* Cloud Applications sz
By Summary of voicefive.com
5 Sz
. Pt
Sessions: 4 oo
ST Time Period: Last 24 Hours i
* All Session: 9 Sl
& 51 Network 2530
@ Config 1 Sassin
® £ Admin 0 Sassian
= - 04:00
@ ] Certificates
@58 Monitor Sources:
|# [Date/Time/user|  Source Action
b ez | Jow0m02] sesovoug [ o oo
2 14:12:19 10.170.203.2 passthrough i 2 323205721 18c6m 5 3
i 3 14:n2:14 10.170.203.2 passthrough m/bmx3/broker.plitcl «36e3=79723138c4=401. 3205721 O=16c11%11833000028c1; 3wBiclbuy
Policy & Objects 4 14:12:03 10.170.203.2 passthrough sb.voicefive.com/c2/6035530/rs.js
Security Profiles
VPN
User & Device
WAN Opt. & Cache ([ /1 ][V [ Total: 4 ]
WiFi & Switch Controll<to" pessthrough Category bd
& Report ‘Category Description  Business Date/Time 14:12:19 (1404310339)
T oestination 216.23.154.83 Direction outgaing
Dst Port 80 Event Type ftga_allow
Hostname b.voicefive.com Level notice
Log ID 1332 Message URL belongs to an allowed category in poli

FortiView - SIS Enif i {1 A1 1 A {5 CL iR

FortiGuard 44 Ik%5 & FortiCare ¢+

* MAMZEER
BANAB200R U LZEMRAR, URERIEHER
KRR, AHFSEERNZPERBBRCHEN IR
FIOERFTNMETEZLREDIZA, REFEEEE
ARR IR RIF . BB =737, AN @m0
RARBE T RENFN, BEIRMNTHHTHEZEE
BRSO R BT R R B A A SR SR
ERRpo

o BRI

BRI E EEIET, HREGRERROTIREXE
B, F{EBAIRE [RR NE R  BOR AR ST A2
i, BMEEEMER, BRESHREHNXESE
Ko B4, Fortinet B RIREEMZIFRER, HE
BB RFIEE K.



WSS AL

FORTIGATE-300D FORTIGATE-500D

B &

GE RJ45 211 6 10

GE SFP il 4 8
USB (% F1uifi / RS54t 1/2 1/2
RJ-45 Console 1% [ 1 1

A A 120 GB SSD 120 GB SSD
REVEREFN Y 6E

IPv4 57 K his 511k (1518 / 512 / 64 byte, UDP) 8/8/8Gbps 16/16/16 Gbps
7 K 55 EIR (64 byte, UDP) 3us 3s
By S (G RD) 12 Mpps 24 Mpps
% 23 TEEL (TCP) 6 Mi 6 Mil
FERBTEEE 4L (TCP) 200,000 250,000
B K S R 10,000 10,000
IPSEC VPN 7 it 1t (512 byte) 7 Ghps 14 Gbps
i 56 21 [/ 5% 1PSec VPN BE 1 2,000 2,000
% ;£ 5% IPSec VPN % iE 10,000 10,000
SSL VPN #hi it 350 Mbps 400 Mbps
JE %4 SSL-VPN HI 7 (R I K) 500 500
IPS it 2.8 Gbps 5.7 Gbps
RELLB A (BRI / 50K) 10/10 10/10
e % S FFFOrtiAP (420 / i3E) 512/ 256 512/ 256
Hu K37 FF FortiTokens 1,000 1,000
T a2 600 2,000
HATC P A W Tt R

aEE

FORTIGATE-300D FORTIGATE-500D

AMEFT HL

=X x K 1.73x17x12.681n 1.73x17x12.681n
(44 x 432 x 322mm) (44 x 432 x 322mm)

i 1051bs/ 4.8 kg 10.81bs/4.9kg

SN 1RU 1RU

FEHLEL (CPYHRK) 106 W/ 194 W M3W/202W

FT (k) 110V/4A, 220V/2A 110V/4A, 220V/2A

HA 660 BTU/N 690 BTU/N

BT FIIE

BT 32-104 °F (0 - 40 °C)

FREIRE -31- 158 °F (-35 - 70 °C)

blidi:a 20% 10 90% non-condensing

AR FCC Part 15 Class A, C-Tick, VCCI, CE, UL/cUL, CB

WAIE ICSA Labs: Firewall, IPSec, IPS, Antivirus, SSL VPN

Note: All performance values are “up to" and vary depending on system configuration. Antivirus performance is measured using 44
Kbyte HTTP files. IPS performance is measured using 1 Mbyte HTTP files. IPSec VPN performance is based on 512 byte UDP packets

using AES-256+SHAT.

For complete, up-to-date and detailed feature set, please refer to the Administration Handbook and FortiOS Datasheet
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FortiGate-300D FG-300D 6 x GE RJA5 $11, 4 x GE SFP il 12068 HLE rEfik

FortiGate-500D FG-500D 10 x GE RJ45 $#H1, 8 x GE SFP 1k, 120GB Ml 6%
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TUA% AC HLIE FRPS-100 ANIBTUAAC HLIRE A S H 4 51545 FG-2008, FG-300C, FG-310B, FG-200D/240D and FG-300D. %22 W £31% 4% FG-500D, FDD-400B

and FDD-800B

1GE SFP LX i & #Abith FG-TRAN-LX 1GE SFP LX Hit & A st & #5450 SFP 1 SFP/SFP+ ffifily

1GE SFP RJ45 Ui % i fixitie FG-TRAN-GC 1GE SFP RJ45 YU #itbith 18 & 420 SFP il SFP/SFP+ il

1GE SFP SXH % i FG-TRAN-SX 1GE SFP SX W & #i At 3 & 4235 SFP i SFP/SFP+ 4ififili
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